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Distributed Systems: 
Distributing Tasks Among Parties  

پایه م فاهی م .۲ ۹فصل

بیت کوین بلوک جیره زن :۳ .۲ ل ش

تابع ج خرو که جایی آن از شود. جاد ای بلوک ی قه قی د ده هر که م شود تنظیم گونه ای به ه شب سخت

نسبت با است برابر د کن جاد ای معتبر بلوک د بتوان معدن کاو ی که این حتمال ا است پیشبین قابل غیر درهم سازی

م شود. فته گ ۲۱ کوین بیس آن به که است خاص ش کن ترا بلوک هر ش  کن ترا اولین ه. شب کل به او پردازش توان

مشخص تعداد شامل دار ق م این و د م کن واریز فر ن ی ب حسا به جا هیچ  از را بیت کوین تعدادی ش کن ترا این

ش  کن ترا جام ان برای کاربران که کارمزدی علاوه به د م شون خلق که است ( عدد ۵ .۱۲ حاضر حال (در بیت کوین

آدرس د م کنن جاد ای که بلوک هایی س کوین بی ش  کن ترا در معدن کاو ها .( د ین نما خت پردا که د شده ان حاضر خود

شده مشخص دار ق م از کمتر به را ک بلا هش که د بیابن س نان ی د بتوانن گر ا بنابراین د م دهن قرار را خود

در شده دریافت بیت کوین های د م توانن قرارگیرد قبول مورد ه شب در آنها ک بلا و د برسان ه شب سخت توسط

ه شب در فراد ا مشارکت برای گیزه ان جاد ای برای بیت کوین ه شب که است اینروش د. ین نما خرج سرا کوین¬بی

فاده است ش ها کن ترا ج صحت سن و فراد ا آدرس جاد ای برای ۲۲ قارن نامت گاری رمزن از بیت کوین م گیرد. کار به

آدرس در که را پول د بتوان که آن برای فرد و است فرد عموم کلید با متناظر فرد هر آدرس روش این در د. م کن

هر ترتیب دین ب د. امضا کن خود خصوص کلید از فاده است با را ش کن ترا که است لازم نماید خرج دارد قرار

جام ان به و شود ه شب وارد د م توان عموم کلید و خصوص کلید فت ج ی جاد ای با و سادگ به شخص

بپردازد. ش کن ترا

است. داده نشان ۳ .۲ ل ش در جیره زن ی قالب در آنها اتصال شیوه و بین کوین ه شب در بلوک هر ختار سا

م شود باعث مسئله این م گیرد. قرار قبل بلوک خل دا در بلوک هر هش است مشخص تصویر در که همانطور

در ل ش دین ب د. نمای نامعتبر آنرا برای آمده بدست س نان و شود بعدی بلوک تغییر به جر من بلوک ی تغییر که

به و ر دی بار آنها س نان که است لازم و شد خواهند معتبر غیر بعدی بلوک های تمام بلوک ی تغییر ت صور

همین از ناش ق وا در نیز بلوک جیره زن نام و بیت کوین امنیت است. دشواری بسیار کار که شود حاسبه م ترتیب

21Coinbase
22Asymmetric Cryptography

Decentralized Systems:
Distributing Managements Among Parties 

Scalability Transparency 



Stablished Trend: Distributed Systems 
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Distributed Systems 

Many Challenges: 
• Optimum interaction among 

• Storage
• Computing
• communication Resources 

• Fault/Straggler Tolerance
• Privacy
• Synchronous vs Synchronous
• Scheduling 
• …



Rising Trend: Decentralized Systems 
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1812 1813 1814?

Miners

Core Idea: 

1. One miner excuses the Task  

 She is randomly selected

 Chance is proportional to 

processing power  

 She is rewarded

2. All other miners verify his tasks

 Voting right is proportional to 

Processing power  

3. All keep a copy of database 



Rising Trend: Decentralized Systems 
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Security

Privacy

Scalability 
Core Idea: 

1. One miner excuses the Task  

 She is randomly selected

 Chance is proportional to 

processing power  

 She is rewarded

2. All other miners verify his tasks

 Voting right is proportional to 

Processing power  

3. All keep a copy of database 



Scalability vs Security 
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Contradiction! 

7
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است. داده نشان ۳ .۲ ل ش در جیره زن ی قالب در آنها اتصال شیوه و بین کوین ه شب در بلوک هر ختار سا
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21Coinbase
22Asymmetric Cryptography

Distributed Systems Decentralized Systems

Throughput/Processing O(N) O(1)

Storage O(N) O(1)

Security - O(N)



Sharding
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Miners are randomly assigned to the 

shards 

Transactions (tasks) are randomly 

assigned to the shards 
Distributed Systems Decentralized Systems

Throughput/Processing O(N) O(1)O(N)

Storage O(N) O(1)O(N)

Security - O(N) O(1)



Sharding
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Advantage:

 Scalability 

Challenge: 

 Each shard is vulnerable to 

 Attacks

 Faults

How to resolve this issue?
Coding Across Shards



Coding in Sharding
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Core Idea: Coding for Storage

 Each nodes stores some coded 

data of some other shards 

A Subset of nodes can recover the entire data
If many of nodes fail, still the data is protected

Li et. al. [2018]
Abadi & Maddah-Ali [2019]
Badihi and Maddah-Ali [2019]



Coding in Sharding
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Core Idea: Coding for Storage

 Each nodes stores some coded 

data of some other shards 

Tradeoff Among

 Storage per Node 

 Bandwidth Recovery

 Security Against Faults

 Power of Adversary  

Li et. al. [2018]
Abadi & Maddah-Ali [2019]
Badihi and Maddah-Ali [2019]



Coding in Sharding
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Core Idea: Coding for Storage

 Each nodes stores some coded 

data of some other shards 

Distributed Systems Decentralized Systems

Throughput/Processing O(N) O(1)O(N)

Storage O(N) O(1)O(N)

Security - O(1), O(N)?

Challenge: Not everybody verifies 
everything!



Coding in Sharding
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Core Idea: 

 Coding for Computing 

 Coding that protect computing 

as well

Instead of 

execute

Distributed Systems Decentralized Systems

Throughput/Processing O(N) O(1)O(N)

Storage O(N) O(1)  O(N)

Security - O(N)

Li et. al. [2018]



Prism: Different Mentality 
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Deconst ruct ing the Blockchain to Approach Physical Limits 9

Fig. 4: Prism. Throughput , latency and reliability are scaled to the physical limits

by increasing the number of t ransact ion blocks and the number of parallel vot ing

chains per proposal block.

To increase the mining rate while maintaining security, one line of work in

the literature has used more complex fork choice rules and/ or added reference

links to convert the blocktree into more complex st ructures such as a directed

acyclic graph (DAG). This allows a block to be confirmed by other blocks that

are not necessarily its descendents on a main chain. (Figure 2). Examples of

such works are GHOST [29], Inclusive [15], Spectre [28], Phantom[27] and Conflux

[16]. However, as discussed in more details in the related work sect ion, GHOST ,

Phantom, and Conflux all have security issues, and Spectre does not provide total

ordering of t ransact ions. It is fair to say that handling a highly forked blockt ree

is challenging.

In this work, we take a di↵erent approach. We start by deconstructing the

basic blockchain st ructure into its atomic funct ionalit ies, illust rated in Figure 3.

The select ion of a main chain in a blockchain protocol (e.g., the longest chain

in Bitcoin) can be viewed as elect ing a leader block among all the blocks at

each level of the blockt ree, where the level of a block is defined as its distance

(in number of blocks) from the genesis block. Blocks in a blockchain then serve

three purposes: they elect leaders, they add t ransact ions to the main chain, and

they vote for ancestor blocks through parent link relat ionships. We explicit ly

separate these three funct ionalit ies by represent ing the blockt ree in a conceptu-

ally equivalent form. In this representat ion, blocks are divided into three types:

proposer blocks, t ransact ion blocks and voter blocks. The voter blocks vote for

t ransact ions indirect ly by vot ing for proposer blocks, which in turn link to t rans-

act ion blocks. Proposer blocks are grouped according to their level in the original

blockt ree, and each voter blockt ree votes among the proposer blocks at the same

level to select a leader block among them. The elected leader blocks can then

Deconst ruct ing the Blockchain to Approach Physical Limits 9

Fig. 4: Prism. Throughput , latency and reliability are scaled to the physical limits

by increasing the number of t ransact ion blocks and the number of parallel vot ing

chains per proposal block.

To increase the mining rate while maintaining security, one line of work in

the literature has used more complex fork choice rules and/ or added reference

links to convert the blockt ree into more complex st ructures such as a directed

acyclic graph (DAG). This allows a block to be confirmed by other blocks that

are not necessarily its descendents on a main chain. (Figure 2). Examples of

such works are GHOST [29], Inclusive [15], Spectre [28], Phantom[27] and Conflux

[16]. However, as discussed in more details in the related work sect ion, GHOST ,

Phantom, and Conflux all have security issues, and Spectre does not provide total

ordering of t ransact ions. It is fair to say that handling a highly forked blockt ree

is challenging.

In this work, we take a di↵erent approach. We start by deconstructing the

basic blockchain st ructure into its atomic funct ionalit ies, illust rated in Figure 3.

The select ion of a main chain in a blockchain protocol (e.g., the longest chain

in Bitcoin) can be viewed as elect ing a leader block among all the blocks at

each level of the blockt ree, where the level of a block is defined as its distance

(in number of blocks) from the genesis block. Blocks in a blockchain then serve

three purposes: they elect leaders, they add transact ions to the main chain, and

they vote for ancestor blocks through parent link relat ionships. We explicit ly

separate these three funct ionalit ies by represent ing the blockt ree in a conceptu-

ally equivalent form. In this representat ion, blocks are divided into three types:

proposer blocks, t ransact ion blocks and voter blocks. The voter blocks vote for

t ransact ions indirect ly by vot ing for proposer blocks, which in turn link to t rans-

act ion blocks. Proposer blocks are grouped according to their level in the original

blockt ree, and each voter blockt ree votes among the proposer blocks at the same

level to select a leader block among them. The elected leader blocks can then

Bagaria et.al [2018]

Core Idea: 

 Sorting Transactions

 Majority voting

Distributed Systems Decentralized Systems

Throughput/Processing O(N) O(1)O(N)

Storage O(N) O(1)

Security - O(1)O(N)

Claim: Achieving Physical Limits of The 
Network 



Privacy vs Security 
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Smart Contracts 
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...

...

...

AD

EH

F G C

...

...

...

1812 1813 1814?

MinersA Program

• Deployed on Blockchain

• Run each time by a miner

• The run is verified by all other 

miners 

Expanding the applications of 
blockchains, beyond imagination 



Zero-Knowledge Proofs
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In Zero-Knowledge Proof:

Convincing a verifier you know the answer of a solution  without revealing the solution 

Graph 3 coloring

● We want to prove that a graph, namely G, has a 3 coloring

Solution:

The prover colors the graph (which he claims he knows how to)

Then he covers his solution with hats!



Zero-Knowledge Proofs
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Graph 3 coloring

● We want to prove that a graph, namely G, has a 3 coloring

Solution (cntd.): now the verifier randomly picks an edge and the 

prover reveals the two vertices!

- If the colors are the same the prover is  convinced that the prover is 

lying

- If the colors are different, the verifier is a bit convinced!



Zero-Knowledge Snarks
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Setup

Prover Verifier

accept 

or reject

run once per F

pkF vkF

repeat for any x,w

Here is a proof π that I know 

a secret w s.t. F(x,w)=true.

proving key verification 

key

π

x

input

w

x

secret input 

secret randomness

F
(expressed as a 

set of constraints)

predicate

Figure 1: Components of a zkSNARK. Shaded com-

ponents are those that wedistribute so to support prov-

ing/verifying statements about largecomputations. Prior

systems run these components as monolithic procedures

on a single machine.

F
predicate

Setup

Prover

Verifier

accept 

or reject

secret randomness

pkF

vkF

π

Here is a proof π that I know 

a secret w s.t. F(x,w)=true.

w

x
x

input

secret input 

Figure 2: A distributed zkSNARK. The setup algorithm

isrun on acomputecluster, and generates a long proving

key pk, held in distributed storage, and a short verifi-

cation key vk. The prover algorithm is also run on a

compute cluster.

most efficient zkSNARK protocol. That said, our tech-

niques are easily adapted to similar zkSNARK protocols

[37, 20, 55, 32, 43]. We now describe only the parts of

Groth’sprotocol that are needed to understand our tech-

niques, and refer the reader to [42] for details (including

correctness and security, which we inherit). For reference,

we include the full protocol in Fig. 10 (in the appendix)

using the notation introduced in this section.

QAPs. Groth’s zkSNARK protocol uses Quadratic

Arithmetic Programs (QAPs) [37, 55] to efficiently ex-

press the satisfiability of R1CS instances via certain low-

degree polynomials. Essentially, the M constraints are

‘bundled’ into a single equation that involves univariate

polynomials of degree O(M). The prover’s goal is then

to convince the verifier that this equation holds. In fact, it

suffices for the verifier to know that this equation holds

at a random point because distinct polynomials of small

degree can only agree on a small number of points.

In a little more detail, we now define what is a QAP

instance, and what does satisfying such an instance mean.

A QAP instance F over F has three parameters, the

number of inputs k, number of variables N (with k N),

and degree M; F is a tuple (k,N,M,A,B,C,D) where

A,B,C are each a vector of 1+ N polynomials over F of

degree < M, and D is a subset of F of size M.

An input for F is a vector x in Fk, and a witness for

F is a pair (w,h) where w is a vector in FN− k and h is a

vector in FM− 1. An input-witness pair x, (w,h) satisfies

F if, letting z2 F1+ N be the concatenation of 1, x, and w:

Â
N
i= 0A i(X)zi · Â

N
i= 0 Bi(X)zi

= Â
N
i= 0 Ci(X)zi + Â

M− 2
i= 0 hiX

i ·ZD(X) ,

where ZD(X) := ’ a 2D(X− a ).

One can efficiently reduce R1CS instances to QAP

instances [37, 55]: there isaQAP instance reduction qapI

and aQAP witness reduction qapW, for which our system

provides distributed implementations of both.

QAP instance reduction. For every R1CS instance

f = (k,N,M,a,b,c), qapI(f ) outputs a QAP instance

F = (k,N,M,A,B,C,D) that preserves satisfiability: for

every input x in Fk, f is x-satisfiable iff F is x-satisfiable.

It works as follows: let D be asubset of F of size M and

then, for each i 2 { 0,1, . . . ,N} , let A i be the polynomial

of degree < M that interpolates over D the i-th row of the

matrix a; similar for each Bi and Ci in regards to b and c.

QAP witness reduction. For every witness w in FN− k

s.t. (x,w) satisfies f , qapW(f , x,w) outputs h in FM− 1

s.t. (x, (w,h)) satisfies F . It works as follows: let h be

the coefficients of the polynomial H(X) of degree less

than M − 1 that equals the quotient of (ÂN
i= 0 A i(X)zi) ·

(Â
N
i= 0 Bi(X)zi) − Â

N
i= 0Ci(X)zi and ZD(X).

Bilinear encodings. Groth’sprotocol uses bilinear en-

codings, which enable hiding secrets while still allowing

for anyone to homomorphically evaluate linear functions

as well as zero-test quadratic functions.

Wedenoteby G agroup, and consider only groupswith

a prime order p, which are generated by an element G.

Weuseadditivenotation for group arithmetic: P + Q de-

notes addition of the two elements P and Q . Thus, s·P

denotes scalar multiplication of P by the scalar s 2 Z.

Since p·P equals the identity element, we can equiva-

lently think of a scalar s as in the field F of size p. The

encoding (relative to G) of a scalar s 2 F is [s] := s·G;

similarly, the encoding of a vector of scalars s 2 Fn is

[s] := (s1 ·G, . . . ,sn ·G). The encoding of a scalar can be

efficiently computed via the double-and-add algorithm;

yet (for suitable choices of G) its inverse is conjecturally

678    27th USENIX Security Symposium USENIX Association

Task

Arithmetic Circuit 

Rank 1 Constrains System 

Quadratic Arithmetic Program 

Verifying the polynomial at an encrypted secure point  

Zcash I prove I have some money and 
can spend it!

Challenge: Increasing computation load 
orderwise!
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Figure 2: A distributed zkSNARK. The setup algorithm

isrun on acomputecluster, and generates a long proving

key pk, held in distributed storage, and a short verifi-

cation key vk. The prover algorithm is also run on a

compute cluster.

most efficient zkSNARK protocol. That said, our tech-

niques are easily adapted to similar zkSNARK protocols

[37, 20, 55, 32, 43]. We now describe only the parts of

Groth’sprotocol that are needed to understand our tech-

niques, and refer the reader to [42] for details (including

correctness and security, which we inherit). For reference,

we include the full protocol in Fig. 10 (in the appendix)

using the notation introduced in this section.

QAPs. Groth’s zkSNARK protocol uses Quadratic

Arithmetic Programs (QAPs) [37, 55] to efficiently ex-

press the satisfiability of R1CS instances via certain low-

degree polynomials. Essentially, the M constraints are

‘bundled’ into a single equation that involves univariate

polynomials of degree O(M). The prover’s goal is then

to convince the verifier that this equation holds. In fact, it

suffices for the verifier to know that this equation holds

at a random point because distinct polynomials of small

degree can only agree on a small number of points.

In a little more detail, we now define what is a QAP

instance, and what does satisfying such an instance mean.

A QAP instance F over F has three parameters, the

number of inputs k, number of variables N (with k N),

and degree M; F is a tuple (k,N,M,A,B,C,D) where

A,B,C are each a vector of 1+ N polynomials over F of

degree < M, and D is a subset of F of size M.

An input for F is a vector x in Fk, and a witness for

F is a pair (w,h) where w is a vector in FN− k and h is a

vector in FM− 1. An input-witness pair x, (w,h) satisfies

F if, letting z2 F1+ N be the concatenation of 1, x, and w:

Â
N
i= 0A i(X)zi · Â

N
i= 0 Bi(X)zi

= Â
N
i= 0 Ci(X)zi + Â

M− 2
i= 0 hiX

i ·ZD(X) ,

where ZD(X) := ’ a 2D(X− a ).

One can efficiently reduce R1CS instances to QAP

instances [37, 55]: there isaQAP instance reduction qapI

and aQAP witness reduction qapW, for which our system

provides distributed implementations of both.

QAP instance reduction. For every R1CS instance

f = (k,N,M,a,b,c), qapI(f ) outputs a QAP instance

F = (k,N,M,A,B,C,D) that preserves satisfiability: for

every input x in Fk, f is x-satisfiable iff F is x-satisfiable.

It works as follows: let D be asubset of F of size M and

then, for each i 2 { 0,1, . . . ,N} , let A i be the polynomial

of degree < M that interpolates over D the i-th row of the

matrix a; similar for each Bi and Ci in regards to b and c.

QAP witness reduction. For every witness w in FN− k

s.t. (x,w) satisfies f , qapW(f , x,w) outputs h in FM− 1

s.t. (x, (w,h)) satisfies F . It works as follows: let h be

the coefficients of the polynomial H(X) of degree less

than M − 1 that equals the quotient of (ÂN
i= 0 A i(X)zi) ·

(Â
N
i= 0 Bi(X)zi) − Â

N
i= 0Ci(X)zi and ZD(X).

Bilinear encodings. Groth’sprotocol uses bilinear en-

codings, which enable hiding secrets while still allowing

for anyone to homomorphically evaluate linear functions

as well as zero-test quadratic functions.

Wedenoteby G agroup, and consider only groupswith

a prime order p, which are generated by an element G.

Weuseadditivenotation for group arithmetic: P + Q de-

notes addition of the two elements P and Q . Thus, s·P

denotes scalar multiplication of P by the scalar s 2 Z.

Since p·P equals the identity element, we can equiva-

lently think of a scalar s as in the field F of size p. The

encoding (relative to G) of a scalar s 2 F is [s] := s·G;

similarly, the encoding of a vector of scalars s 2 Fn is

[s] := (s1 ·G, . . . ,sn ·G). The encoding of a scalar can be

efficiently computed via the double-and-add algorithm;

yet (for suitable choices of G) its inverse is conjecturally
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How: We need to distribute zero-
knowledge proof to some untrusted 
servers!

Tool: Multi Party Computation

Challenge: Conventional Multiparty 
computation does not work! 



Multiparty Computation

21

1 2 3 … 5N Unreliable
Servers

Data Collector

Servers can talk to 
each other.

Source 
Huge Private Matrices



Servers Limitations: Storage
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Servers are 
• Limited storage
• Limited computing resource 

1 2 3 4 5



Servers Limitations: Semi-Honest
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Servers maybe curious! 
• Up to t-1 of them may collude  

Privacy Constraints: 
1 2 3 4 5



Objective
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Objective:
• To use minimum number of 

servers, subject to

• Storage limitations
• Privacy constrains
• Correctness  

1 2 3 4 5



Result
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1 2 3 … N

Job Splitting+ Shamir’s Sharing

Polynomial Sharing 

Semi-Honest Nodes: Akbari and Maddah-Ali [2018]
Adversarial Nodes: Hosseini,  Maddah-Ali, Aref [2019]
MPC for ZK-SNARK:  Rahimi,  Maddah-Ali [2020]



Result
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Job Splitting+ Shamir’s Sharing

Polynomial Sharing 

Semi-Honest Nodes: Akbari and Maddah-Ali [2018]
Adversarial Nodes: Hosseini,  Maddah-Ali, Aref [2019]
MPC for ZK-SNARK:  Rahimi,  Maddah-Ali [2020]



Conclusion 

• Decentralized Systems raises many challenges 

• Only few of them were reviewed

• Information Theory and Coding Techniques may offer effective 
solutions for those problems
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